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COOPERATIVE PATENT CLASSIFICATION

TRANSMISSION OF DIGITAL INFORMATION, e.g. TELEGRAPHIC
COMMUNICATION ( typewriters B41J ; order telegraphs, fire or police telegraphs
GO08B ; visual telegraphy G08B , GO8C ; teleautographic systems G08C ; ciphering or
deciphering apparatus per se G0O9C ; coding, decoding or code conversion, in general
HO3M ; arrangements common to telegraphic and telephonic communication HO4M ;

selecting HO4Q )

NOTE

This subclass covers transmission of signals having been supplied in digital form
and includes data transmission, telegraphic communication and methods or
arrangements for monitoring.

WARNING

The following IPC groups are not used in the CPC scheme. Subject matter covered
by these groups is classified in the following CPC groups:

HO4L 12/20 covered by HO4L 29/00
HO4L 25/04 " HO4L 25/03
HO4L 25/17 " HO3H

HO4L 25/18 " HO4L 25/ 02G1C
HO4L 25/28 " HO4L 25/ 02GLA
HO4L 25/30 " HO4L 25/ 061
HO4L 25/32 " HO4L 25/ 49
HO4L 25/34 " HO4L 25/4917
HO4L 25/36 " HO4L 25/ 02A
HO4L 25/48 " HO4L 25/ 49
HO4L 25/50 " HO4L 25/ 02A
HO4L 25/52 " HO4L 25/ 20
HO4L 25/54 " HO4L 25/ 20
HO4L 25/56 " HO4L 25/ 202
HO4L 25/58 " HO4L 25/ 20
HO4L 25/60 " HO4L 25/ 207
HO4L 25/62 " HO4L 25/ 205
HO4L 25/64 " HO4L 25/ 245
HO4L 25/66 " HO4L 25/ 247

Arrangements for detecting or preventing errors in the information received (
correcting synchronisation HO4L 7/00 ; { for digital computers GO6F 11/00 };
arrangements in the transmission path H04B )

{ Systems modifying transmission characteristics according to link quality, e.g. power
backoff ( adaptive data allocation for multicarrier modulation HO4L 5/0044 ; controlling
transmission power for radio systems HO4W 52/04 ) }

{ by adapting the transmission rate }
{ by switching between different modulation schemes }
{ applied to control information }
{ applied to payload information }
{ by adapting the transmission format }
{ by modifying the frame length }



HO4L 1/0008
HO4L 1/0009
HO4L 1/001

HO4L 1/0011
HO4L 1/0013
HO4L 1/0014
HO4L 1/0015
HO4L 1/0016
HO4L 1/0017
HO4L 1/0018
HO4L 1/0019
HO4L 1/002

HO4L 1/0021
HO4L 1/0022
HO4L 1/0023
HO4L 1/0025
HO4L 1/0026
HO4L 1/0027
HO4L 1/0028
HO4L 1/0029

HO4L 1/003

HO4L 1/0031
HO4L 1/0032
HO4L 1/0033
HO4L 1/0034

HO4L 1/0035
HO4L 1/0036
HO4L 1/0038
HO4L 1/0039

HO4L 1/004

HO4L 1/0041
HO4L 1/0042

HO4L 1/0043
HO4L 1/0044
HO4L 1/0045
HO4L 1/0046
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{ by supplementing frame payload, e.g. with padding bits }
{ by adapting the channel coding ( HO4L 1/1812 takes precedence ) }
{ applied to control information }
{ applied to payload information }
{ Rate matching, e.g. puncturing or repetition of code symbols }
{ by adapting the source coding }
{ characterised by the adaptation strategy }
{ involving special memory structures, e.g. look-up tables }
{ where the mode-switching is based on Quality of Service requirement }
{ based on latency requirement }
{ in which mode-switching is based on a statistical approach }
{ Algorithms with memory of the previous states, e.g. Markovian models }
{ in which the algorithm uses adaptive thresholds }
{ in which mode-switching is influenced by the user }
{ characterised by the signalling }
{ Transmission of mode-switching indication }
{ Transmission of channel quality indication }
{ Scheduling of signalling, e.g. occurrence thereof }
{ Formatting }

{ Reduction of the amount of signalling, e.g. retention of useful signalling or
differential signalling ( power control HO4W 52/04 ) }

{ Adaptive formatting arrangements particular to signalling, e.g. variable
amount of bits }

{ Multiple signaling transmission ( HO4L 1/1664 ,F15 take precedence ) }
{ Without explicit signalling }
{ arrangements specific to the transmitter }

{ where the transmitter decides based on inferences, e.g. use of implicit
signalling }

{ evaluation of received explicit signalling }
{ arrangements specific to the receiver }
{ Blind format detection ( for detection of modulation format HO4L 27/0012 ) }

{ other detection of signalling, e.g. detection of TFCI explicit signalling (
HO4L 1/0046 , HO4L 27/0012 and HO4L 25/0262 take precedence ) }

{ by using forward error control ( HO4L 1/0618 takes precedence; coding, decoding or
code conversion, for error detection or correction HO3M 13/00 ) }

{ Arrangements at the transmitter end }

{ Encoding specially adapted to other signal generation operation, e.g. in order
to reduce transmit distortions, jitter, or to improve signal shape ( H04L 1/0067
takes precedence ) }

{ Realisations of complexity reduction techniques, e.g. use of look-up tables }
{ specially adapted for power saving }
{ Arrangements at the receiver end }

{ Code rate detection or code type detection ( HO4L 1/0038 takes precedence;
detection of the data rate HO4L 25/0262 ; for packet format HO4L 1/0091 ) }



HO4L 1/0047

HO4L 1/0048

HO4L 1/005

HO4L 1/0051
HO4L 1/0052

HO4L 1/0053
HO4L 1/0054

HO4L 1/0055
HO4L 1/0056

HO4L 1/0057
HO4L 1/0058
HO4L 1/0059
HO4L 1/006

HO4L 1/0061
HO4L 1/0063
HO4L 1/0064
HO4L 1/0065
HO4L 1/0066
HO4L 1/0067
HO4L 1/0068
HO4L 1/0069
HO4L 1/007

HO4L 1/0071
HO4L 1/0072
HO4L 1/0073
HO4L 1/0075

HO4L 1/0076

HO4L 1/0077

HO4L 1/0078

HO4L 1/0079

HO4L 1/008
HO4L 1/0081

CPC - HOAL - 2014.06 - Interleaved - page 3

{ Decoding adapted to other signal detection operation ( in conjunction with
sequence estimation or equalization HO4L 25/03286 ) }

{ in conjunction with detection of multiuser or interfering signals, e.g.
iteration between CDMA or MIMO detector and FEC decoder ( for spatial
equalizer HO4L 25/03286 ) }

{ Iterative decoding, including iteration between signal detection and
decoding operation }

..... { Stopping criteria }

{ Realisations of complexity reduction techniques, e.g. pipelining or use of
look-up tables }

{ specially adapted for power saving }
{ Maximum-likelihood or sequential decoding, e.g. Viterbi, Fano, ZJ algorithms

}
{ MAP-decoding }

{ Systems characterized by the type of code used ( HO4L 1/08 takes precedence
)}

{ Block codes ( HO4L 1/0061 , HO4L 1/0064 take precedence ) }
{ Block-coded modulation }

{ Convolutional codes }
{ Trellis-coded modulation }
{ Error detection codes }
{ Single parity check }
{ Concatenated codes }
{ Serial concatenated codes }
{ Parallel concatenated codes }
{ Rate matching ( HO4L 1/0013 and HO4L 1/08 take precedence ) }
{ by puncturing }

..... { Puncturing patterns }

{ Unequal error protection ( for format HO4L 1/0078 ; for codes per se
HO3M 13/35 ) }

{ Use of interleaving ( interleaving per se HO3M 13/27 ) }
{ Error control for data other than payload data, e.g. control data }
{ Special arrangements for feedback channel }
{ Transmission of coding parameters to receiver ( HO4L 1/0023 takes precedence

)}

{ Distributed coding, e.g. network coding, involving channel coding ( coding in
both space and time HO4L 1/0618 ; cooperative diversity HO4B 7/022 ) }

{ Cooperative coding }

{ Avoidance of errors by organising the transmitted data in a format specifically
designed to deal with errors, e.g. location ( forward error control, e.g. FEC, CRC
HO4L 1/004 ; adaptive formatting HO4L 1/0006 ; mappings HO4L 27/00 ) }

{ Formats for control data ( HO4L 1/16 takes precedence; training sequences
HO4L 25/00 and HO4L 27/00 ) }

{ where the control data relates to payload of a different packet }

{ Formats specially adapted to avoid errors in the feedback channel (
HO4L 1/1607 takes precedence ) }



HO4L 1/0082

HO4L 1/0083
HO4L 1/0084
HO4L 1/0085
HO4L 1/0086

HO4L 1/0088
HO4L 1/0089
HO4L 1/009

HO4L 1/0091

HO4L 2001/0092
HO4L 2001/0093
HO4L 2001/0094
HO4L 2001/0095
HO4L 2001/0096
HO4L 2001/0097

HO4L 2001/0098

HO4L 1/02
HO4L 1/04
HO4L 1/06
HO4L 1/0606
HO4L 1/0612
HO4L 1/0618
HO4L 1/0625
HO4L 1/0631
HO4L 1/0637
HO4L 1/0643
HO4L 1/065
HO4L 1/0656
HO4L 1/0662
HO4L 1/0668
HO4L 1/0675
HO4L 1/0681
HO4L 1/0687
HO4L 1/0693

HO4L 1/08

HO4L 1/12
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{ fields explicitly indicating existence of error in data being transmitted, e.g. so
that downstream stations can avoid decoding erroneous packet; relays }

{ Formatting with frames or packets; Protocol or part of protocol for error control }
{ Formats for payload data }
{ Formatting with cells }

{ Unequal error protection ( HO4L 27/00 and HO4L 1/004 take precedence for
layer 1/2 aspects, e.g. bit loading ) }

{ in control part }
{ in payload }
{ arrangements specific to transmitters }

{ arrangements specific to receivers, e.g. format detection ( detection of data rate
HO4L 25/0262 ; detection of coding rate HO4L 1/0046 ) }

Error control systems characterised by the topology of the transmission link
Point-to-multipoint
Bus
Ring
Channel splitting in point-to-point links
Relays

Unequal error protection

by diversity reception ( in general HO4B 7/02 )
using frequency diversity
using space diversity
{ Space-frequency coding }
{ Space-time modulation }
{ Space-time coding }
{ Transmitter arrangements }
{ Receiver arrangements }
{ Properties of the code }

..... { block codes }

..... { by means of convolutional encoding }

..... { Cyclotomic systems, e.g. Bell Labs Layered Space-Time (BLAST) }
..... { Limited orthogonality systems }

..... { Orthogonal systems, e.g. using Alamouti codes }

{ characterised by the signaling }

..... { adapting space time parameters, i.e. modifying the space time matrix }
..... { Full feedback }
..... { Partial feedback, e.g. partial channel state information (CSlI) }

by repeating transmission, e.g. Verdan system { ( HO4L 1/1858 and HO4L 1/189 take
precedence ) }

by using return channel



HO4L 2001/125

HO4L 1/14

HO4L 1/16

HO4L 1/1607
HO4L 1/1614
HO4L 1/1621

HO4L 1/1628

HO4L 1/1635

HO4L 1/1642
HO4L 1/165
HO4L 1/1657

HO4L 1/1664

HO4L 1/1671
HO4L 1/1678
HO4L 1/1685

HO4L 1/1692

HO4L 1/18

HO4L 1/1803
HO4L 1/1806
HO4L 1/1809
HO4L 1/1812
HO4L 1/1816
HO4L 1/1819
HO4L 1/1822
HO4L 1/1825

HO4L 1/1829
HO4L 1/1832
HO4L 1/1835
HO4L 1/1838

HO4L 1/1841
HO4L 1/1845
HO4L 1/1848
HO4L 1/1851
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Arrangements for preventing errors in the return channel

in which the signals are sent back to the transmitter to be checked { echo systems

in which the return channel carries supervisory signals, e.g. repetition request
signals

{ Details of the supervisory signal }

{ using bitmaps }

{ Group acknowledgement, i.e. the acknowledgement message defining a
range of identifiers, e.g. of sequence numbers }

{ List acknowledgements, i.e. the acknowledgement message consisting of
a list of identifiers, e.g. of sequence numbers ( HO4L 1/1614 takes
precedence ) }

{ Cumulative acknowledgement, i.e. the acknowledgement message
applying to all previous messages }

{ Formats specially adapted for sequence numbers }
{ Variable formats }

{ Implicit acknowledgement of correct or incorrect reception, e.g. with a
moving window }

{ the supervisory signal being transmitted together with payload signals;

piggybacking }

{ the supervisory signal being transmitted together with control information }
{ where the control information is for timing, e.g. time stamps }

{ the supervisory signal being transmitted in response to a specific request,
e.g. to a polling signal }

{ Physical properties of the supervisory signal, e.g. acknowledgement by
energy bursts }

Automatic repetition systems, e.g. van Duuren system; { ARQ protocols }

{ Stop-and-wait protocols }
{ Go-back-N protocols }
{ Selective-repeat protocols }
{ Hybrid protocols }
{ with retransmission of the same, encoded, message }
{ with retransmission of additional or different redundancy }
{ involving configuration of ARQ with parallel processes }

{ Adaptation of specific ARQ protocol parameters according to transmission
conditions }

{ Arrangements specific to the receiver end }
{ Details of sliding window management }
{ Buffer management }

{ for semi-reliable protocols, e.g. for less sensitive applications such
as streaming video ( buffer level management for video bitstream
receiver HO4N 21/44004 ) }

{ Resequencing }

{ Combining techniques, e.g. code combining }
{ Time-out mechanisms }

{ using multiple timers }



HO4L 1/1854
HO4L 1/1858

HO4L 1/1861

HO4L 1/1864
HO4L 1/1867
HO4L 1/187

HO4L 1/1874
HO4L 1/1877

HO4L 1/188
HO4L 1/1883
HO4L 1/1887
HO4L 1/189

HO4L 1/1893

HO4L 1/1896

HO4L 1/20

HO4L 1/201

HO4L 1/203
HO4L 1/205
HO4L 1/206
HO4L 1/208

HO4L 1/22

HO4L 1/24

HO4L 1/241
HOA4L 1/242
HO4L 1/243
HO4L 1/244
HO4L 1/245
HO4L 1/246
HO4L 1/247
HO4L 1/248
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{ Scheduling and prioritising arrangements }

{ Transmission or retransmission of more than one copy of
acknowledgement message ( repetition in general HO4L 1/08 ) }

{ Physical mapping arrangements ( for ACK signaling see also

HO4L 5/0053 ) }

{ ARQ related signaling ( HO4L 1/1607 takes precedence ) }

{ Arrangements specific to the transmitter end }

{ Details of sliding window management }
{ Buffer management }

{ for semi-reliable protocols, e.g. for less sensitive applications like
streaming video ( buffer level management for video bitstream control
arrangements HO4N 21/44004 ) }

{ Time-out mechanisms }
{ using multiple timers }
{ Scheduling and prioritising arrangements }

{ Transmission or retransmission of more than one copy of a message (
repetition in general HO4L 1/08 ) }

{ Physical mapping arrangements ( physical resource mapping in
general HO4L5 ) }

{ ARQ related signaling }

using signal quality detector

WARNING

see 95C20, GO1R 29/02

{ Frame classification, e.g. bad, good or erased ( frame indication per se
HO4L 1/0082 ) }

{ Detalils of error rate determination, e.g. BER, FER or WER }
{ jitter monitoring }

{ for modulated signals }

{ involving signal re-encoding }

using redundant apparatus to increase reliability { see GO6F 11/08 to GO6F 11/20 }

Testing correct operation

{ using pseudo-errors }

{ by comparing a transmitted test signal with a locally generated replica }

{ at the transmitter, using a loop-back }

{ test sequence generators }

{ by using the properties of transmission codes }

{ two-level transmission codes, e.g. binary }

{ three-level transmission codes, e.g. ternary }

{ Distortion measuring systems ( measurement of non-linear distortion
GO1R 23/20 ; measuring characteristics of individual pulses, e.g. deviation from
pulse flatness, rise time, duration GO1R 29/02 ) }



HO4L 5/00

HO4L 5/0001

HO4L 5/0003

HO4L 5/0005
HO4L 5/0007
HO4L 5/0008
HO4L 5/001

HO4L 5/0012

HO4L 5/0014

HO4L 5/0016
HO4L 5/0017

HO4L 5/0019
HO4L 5/0021

HO4L 5/0023
HO4L 5/0025
HO4L 5/0026
HO4L 5/0028

HO4L 5/003
HO4L 5/0032

HO4L 5/0033

HO4L 5/0035
HO4L 5/0037
HO4L 5/0039

HO4L 5/0041
HO4L 5/0042
HO4L 5/0044
HO4L 5/0046
HO4L 5/0048
HO4L 5/005

HO4L 5/0051
HO4L 5/0053
HO4L 5/0055
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Arrangements affording multiple use of the transmission path ( multiplex
communication in general H04J ; { orthogonal multiplex systems H04J 11/00 } )

{ Arrangements for dividing the transmission path ( duplexing HO4L 5/14 ;
multiplexing of different sources on one path H04J ) }

{ Two-dimensional division ( time-code division H04J 11/00 , H04J 13/00 ; for
time-space division HO4B 7/0413 , HO4B 7/0697 ) }

{ Time-frequency }
{ the frequencies being orthogonal e.g. OFDM(A), DMT }
..... { Wavelet-division }

..... { the frequencies being arranged in component carriers }

..... { Hopping in multicarrier systems ( for frequency hopping in spread
spectrum systems HO4B 1/713 ) }

{ Three-dimensional division ( time-code-space division H04B 7/0413 ,
HO04B 7/0697 ) }

{ Time-frequency-code }

{ in which a distinct code is applied, as a temporal sequence, to each
frequency }

{ in which one code is applied, as a temporal sequence, to all frequencies }

{ in which codes are applied as a frequency-domain sequences, e.g.
MC-CDMA }

{ Time-frequency-space }
{ Spatial division following the spatial signature of the channel }
{ Division using four or more dimensions }
{ Variable division ( signaling therefor HO4L 5/0092 ) }

{ Arrangements for allocating sub-channels of the transmission path }

{ Distributed allocation, i.e. involving a plurality of allocating devices, each making
partial allocation }

{ each allocating device acting autonomously, i.e. without negotiation with other
allocating devices }

{ Resource allocation in a cooperative multipoint environment }
{ Inter-user or inter-terminal allocation }

{ Frequency-contiguous, i.e. with no allocation of frequencies for one user or
terminal between the frequencies allocated to another }

{ Frequency-non-contiguous }
{ intra-user or intra-terminal allocation }
{ allocation of payload }
{ Determination of how many bits are transmitted on different sub-channels }
{ Allocation of pilot signals, i.e. of signals known to the receiver }
{ of common pilots, i.e. pilots destined for multiple users or terminals }
{ of dedicated pilots, i.e. pilots destined for a single user or terminal }
{ Allocation of signaling, i.e. of overhead other than pilot signals }

{ Physical resource allocation for ACK/NACK ( for physical mapping
arrangements in ARQ protocols HO4L 1/1861 ) }



HO4L 5/0057
HO4L 5/0058
HO4L 5/006

HO4L 5/0062
HO4L 5/0064
HO4L 5/0066
HO4L 5/0067
HO4L 5/0069

HO4L 5/0071
HO4L 5/0073

HO4L 5/0075
HO4L 5/0076
HO4L 5/0078
HO4L 5/008

HO4L 5/0082
HO4L 5/0083
HO4L 5/0085
HO4L 5/0087
HO4L 5/0089

HO4L 5/0091
HO4L 5/0092
HO4L 5/0094
HO4L 5/0096
HO4L 5/0098

HO4L 5/02

HO4L 5/023

HO4L 5/026
HO4L 5/04
HO4L 5/06

HO4L 5/08

HO4L 5/10

HO4L 5/12

HO4L 5/14
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{ Physical resource allocation for CQI }
{ Allocation criteria }
{ Quality of the received signal, e.g. BER, SNR, water filling }
{ Avoidance of ingress interference, e.g. ham radio channels }
{ Rate requirement of the data, e.g. scalable bandwidth, data priority }
{ Requirements on out-of-channel emissions }
{ Allocation algorithms which involve graph matching }

{ Allocation based on distance or geographical location ( allocation based on
terminal or device properties in general, HO4W 72/04S2 ) }

{ Allocation based on fairness other than the proportional kind }

{ Allocation arrangements that take into account other cell interferences ( for
intercell interference mitigation or co-ordination in orthogonal multiplex systems
H04J 11/005 ) }

{ Allocation using proportional fairness }
{ Allocation utility-based }
{ Timing of allocation }
{ once only, on installation }
{ at predetermined intervals }
{ symbol-by-symbol }
{ when channel conditions change }
{ when data requirements change }
{ due to addition or removal of users or terminals }

{ Signaling for the administration of the divided path }
{ Indication of how the channel is divided }
{ Indication of how sub-channels of the path are allocated }
{ Indication of changes in allocation }

{ Signalling of the activation or deactivation of component carriers, subcarriers
or frequency bands }

Channels characterised by the type of signal

{ Multiplexing of multicarrier modulation signals ( multicarrier modulation
HO4L 27/2601 ) }

{ using code division }
the signals being represented by different amplitude or polarities, e.g. quadriplex

the signals being represented by different frequencies ( combined with
time-division multiplexing HOAL 5/26 )

each combination of signals in different channels being represented by a fixed
frequency { e.g. twinplex; see HO4L 27/16 }

with dynamo-electric generation of carriers ; with mechanical filters or
demodulators

the signals being represented by different phase modulations of a single carrier

Two-way operation using the same type of signal, i.e. duplex ( { duplex repeaters
HO4L 25/22 }; conditioning for two-way transmission in general H04B 3/20 ; { for
interconnection between telephone switching centres H04Q 3/00 } )



HO4L 5/1407

HO4L 5/1415
HO4L 5/1423
HO4L 5/143

HO4L 5/1438

HO4L 5/1446
HO4L 5/1453
HO4L 5/1461
HO4L 5/1469
HO4L 5/1476
HO4L 5/1484
HO4L 5/1492

HOA4L 5/16

HO4L 5/18

HOA4L 5/20

HO4L 5/22
HO4L 5/225
HO4L 5/24
HO4L 5/245

HOA4L 5/26

HO4L 7/00

HO4L 7/0004

HO4L 7/0008
HO4L 7/0012

HO4L 7/0016
HO4L 7/002

HO4L 7/0025
HO4L 7/0029
HO4L 7/0033
HO4L 7/0037
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{ Artificial lines or their setting ( for line transmission systems in general
HO04B 3/40 ) }

{ using control lines }
{ for simultaneous baseband signals }
{ for modulated signals ( HO4L 5/1469 takes precedence ) }

{ Negotiation of transmission parameters prior to communication ( modified
according to link quality HO4L 1/0001 ) }

{ of transmission speed }

{ of modulation type }
{ Suppression of signals in the return path, i.e. bidirectional control circuits }
{ using time-sharing }

{ operating bitwise }

{ operating bytewise }

{ with time compression, e.g. operating according to the ping-pong
technique }

Half-duplex systems ; Simplex-duplex switching ; Transmission of break signals {
non automatically inverting the direction of transmission }

Automatic changing of the traffic direction

using different combinations of lines, e.g. phantom working { ( phantom
interconnection between telephone switching centres HO4M 7/08 ; coupling
arrangements therefor HO4L 25/0272 ) }

using time-division multiplexing { in general H04J 3/00 }
{ combined with the use of transition coding ( transition coding HO4L 25/493 ) }
with start-stop synchronous converters

{ with a number of discharge tubes or semiconductor elements which
successively connect the different channels to the transmission channels ( see:
HO4L 13/00 to HO4L 23/00 , HO3K 5/15, HO3K 17/62 , HO4J 3/047 ) }

combined with the use of different frequencies

Arrangements for synchronising receiver with transmitter { ( synchronisation of
electronic time-pieces G04G 7/00 ; synchronisation of generators of electric oscillations or
pulses HO3L ; synchronising in TV system HO4N 5/04 ; regeneration of clock signals for
television systems HO4N 7/0352 ) }

{ Initialisation of the receiver ( HO4L 7/0075 and HO4L 7/10 take precedence ) }

{ Synchronisation information channels, e.g. clock distribution lines }
{ by comparing receiver clock with transmitter clock }

{ correction of synchronization errors }
{ correction by interpolation }
{ interpolation of clock signal }
{ interpolation of received data signal }
{ Correction by delay }
{ Delay of clock signal }



HO4L 7/0041
HO4L 7/0045
HO4L 7/005

HO4L 7/0054

HO4L 7/0058
HO4L 7/0062
HO4L 7/0066
HO4L 7/007

HO4L 7/0075

HO4L 7/0079
HO4L 7/0083

HO4L 7/0087

HO4L 7/0091

HO4L 7/0095

HO4L 7/02

HO4L 7/027

HO4L 7/0272
HO4L 7/0274
HO4L 7/0276

HO4L 7/0278
HO4L 7/033

HO4L 7/0331

HO4L 7/0332

HO4L 7/0334

HO4L 7/0335
HO4L 7/0337

HO4L 7/0338

HOA4L 7/04
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{ Delay of data signal }
{ Correction by a latch cascade }
{ Correction by an elastic buffer }

{ Detection of the synchronisation error by features other than the received signal
transition ( by means of signal transition HO4L 7/033 ) }

{ detection of error based on equalizer tap values }
{ detection of error based on data decision error, e.g. Mueller type detection }
{ detection of error based on transmission code rule }

{ detection of error based on maximum signal power, e.g. peak value, maximizing
autocorrelation }

{ with photonic or optical means }

{ Receiver details }

{ taking measures against momentary loss of synchronisation, e.g. inhibiting the
synchronisation, using idle words or using redundant clocks }

{ Preprocessing of received signal for synchronisation, e.g. by code conversion,
pulse generation or edge detection }

{ Transmitter details }
{ with mechanical means }

Speed or phase control by the received code signals, the signals containing no special
synchronisation information { ( HO4L 7/0075 takes precedence; tuning or selecting
resonant circuits H03J ; using the properties of error detecting or correcting codes
HO4L 7/048 ) }

extracting the synchronising or clock signal from the received signal spectrum, e.g.
by using a resonant or bandpass circuit

{ with squaring loop }
{ with Costas loop }
{ Self-sustaining, e.g. by tuned delay line and a feedback path to a logical gate

}
{ Band edge detection }

using the transitions of the received signal to control the phase of the
synchronising-signal-generating means, e.g. using a phase-locked loop

{ with a digital phase-locked loop (PLL) processing binay samples, e.g.
add/subtract logic for correction of receiver clock ( HO4L 7/0337 takes
precedence ) }

{ with an integrator-detector }
{ Processing of samples having at least three levels, e.g. soft decisions }
{ Gardner detector }

{ Selecting between two or more discretely delayed clocks or selecting between
two or more discretely delayed received code signals }

{ the correction of the phase error being performed by a feed forward loop }

Speed or phase control by synchronisation signals { ( HO4L 7/0075 takes precedence

)}
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{ using special codes as synchronising signal }

{ Detectors therefor, e.g. correlators, state machines ( digital correlators in
general GO6F 17/15 ) }

{ Pseudo-noise (PN) codes variable during transmission ( synchronisation of
spread spectrum receivers HO4B 1/69 ) }

{ using a single bit, e.g. start stop bit }
Fill bit or bits, idle words

{ using a dotting sequence }

using a sine signal or unmodulated carrier

{ using the properties of error detecting or error correcting codes, e.g. parity as
synchronisation signal }

the synchronisation signals differing from the information signals in amplitude,
polarity, or frequency { or length }

{ and superimposed by modulation }
the synchronisation signals recurring cyclically
Arrangements for initial synchronisation

NOTE

In group HO4L 9/00 to HOAL 9/32 , in the absence of an indication to the
contrary, an invention is classified in the last appropriate place.

{ Cryptographic mechanisms or cryptographic } arrangements for secret or secure
communication { ( network architectures or network communication protocols for
network security HO4L 63/00 or for wireless network security HO4W 12/00 ; security
arrangements for protecting computers or computer systems against unauthorized activity
GO6F 21/00 ) }

NOTE

1. This group covers: 1.1 Cryptographi c nechani sns including
crypt ographi c protocols and cryptographic al gorithns, whereby
a cryptographic protocol is a distributed cryptographic

al gorithm defined by a sequence of steps precisely specifying
the actions required of two or nore entities to achieve
specific security objectives (e.g. cryptographic protocol for
key agreenent), and whereby a cryptographic algorithmis
specifying the steps followed by a single entity to achieve
specific security objectives (e.g. cryptographic algorithmfor
symmetric key encryption). 1.2 HO4L 9/00 focuses on

crypt ographi ¢ nechani sns such as encryption schenes, digita

si gnatures, hash functions, random nunber generation, key
managenent, said cryptographic nmechani sns providi ng
informati on security such as privacy or confidentiality, data
integrity, nmessage authentication, entity authentication

aut hori zation, validation, certification, time-stanping,
anonymity, revocation, non-repudiation. 1.3 HO4L 9/00 covers
al so count ermeasures agai nst attacks on cryptographic

nmechani sns. 2. This group does not cover: 2.1 Networking
architectures or network conmuni cation protocols for securing
the traffic flowi ng through data packet networks and providing
secure exchanges anong applications conmuni cating through data
packet networks, which are covered by HO4L 63/00 . Attention
Is drawn to the Note 1. after group HO4L 63/00 2.2 Security
arrangenments for protecting conputers or conmputer systens
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agai nst unaut hori sed activity, which are covered by
QO6F 21/ 00N

{ using chaotic signals }

{ Countermeasures against attacks on cryptographic mechanisms ( network
architectures or network communication protocols for protection against malicious
traffic HO4L 63/1441 ) }

{ for power analysis, e.g. differential power analysis [DPA] or simple power
analysis [SPA] }

{ for fault attacks }
{ for timing attacks }

{ involving public key infrastructure [PKI] trust models ( network architecture or
network communication protocol for supporting authentication of entities using
certificates in a packet data network HO4L 63/0823 ) }

{ involving hierarchical structures }
{ involving homomaorphic encryption }

the encryption apparatus using shift registers or memories for block-wise { or stream
} coding, e.g. DES systems { or RC4; Hash functions; Pseudorandom sequence
generators }

{ including means for manipulating block length ( HO4L 9/0687 takes precedence
) }

WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/0618

{ Countermeasures against differential power analysis }
WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/003

{ Block ciphers, i.e. encrypting groups of characters of a plain text message using
fixed encryption transformation }

{ with splitting of the data block into left and right halves, e.g. Feistel based
algorithms, DES, FEAL, IDEA or KASUMI }

{ Substitution permutation network [SPN], i.e. cipher composed of a number of
stages or rounds each involving linear and nonlinear transformations, e.g. AES
algorithms }

{ Modes of operation, e.g. cipher block chaining [CBC], electronic codebook
[ECB] or Galois/counter mode [GCM] }
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{ Hash functions, e.g. MD5, SHA, HMAC or f9 MAC }

{ Encryption by serially and continuously modifying data stream elements, e.g.
stream cipher systems, RC4, SEAL or A5/3 }

{ Pseudorandom key sequence combined element-for-element with data
sequence, e.g. one-time-pad [OTP] or Vernam's cipher }

{ with particular pseudorandom sequence generator }
{ producing a non-linear pseudorandom sequence }
{ including means for processing multiple rounds }

WARNING
This subgroup is no longer used for the classification of new documents as

from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/0618

{ specifically for Rijndael }
WARNING
This subgroup is no longer used for the classification of new documents as

from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/0631

{ with splitting of the data block into left and right halves, e.g. Feistel structures

}
WARNING
This subgroup is no longer used for the classification of new documents as

from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/0625

{ including variable substitution, permutation, order or number of rounds, controlled
by a key and/or the input data }

WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/0618

Key distribution { or management, e.g. generation, sharing or updating, of
cryptographic keys or passwords ( network architectures or network communication
protocols for supporting key management in a packet data network HO4L 63/06 ) }

WARNING

The former subgroup HO4L 9/08 was a 2-dot subgroup placed under HO4L 9/06 .
However since the former subgroup HO4L 9/08 comprises both symmetric and
asymmetric key distribution the subgroup HO4L 9/08 was promoted to
one-dot-level, unlike the corresponding IPC subgroup

{ using a key distribution center, a trusted party or a key server }



HO4L 9/0805

HO4L 9/0808

HO4L 9/0811

HO4L 9/0813

HO4L 9/0816

HO4L 9/0819

HO4L 9/0822
HO4L 9/0825

HO4L 9/0827

HO4L 9/083

HO4L 9/0833

CPC - HO4L - 2014.06 - Interleaved - page 14

WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/0816

{ involving a conference key or a group key }

WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/0816

{ using a control vector }

WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/088

{ using Diffie-Hellman key agreement }

WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/0838

{ with user authentication or key authentication }

WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/0838

{ Key establishment, i.e. cryptographic processes or cryptographic protocols
whereby a shared secret becomes available to two or more parties, for subsequent
use }

{ Key transport or distribution, i.e. key establishment techniques where one
party creates or otherwise obtains a secret value, and securely transfers it to
the other(s) ( network architectures or network communication protocols for key
distribution in a packet data network HO4L 63/062 ) }

{ using key encryption key }

{ using asymmetric-key encryption or public key infrastructure [PKI }, e.g.
key signature or public key certificates]

[N: involving distinctive intermediate devices or communication paths (
network architectures or network communication protocols using different
networks HO4L 63/18 )

{ involving central third party, e.g. key distribution center [KDC } or trusted
third party [TTP]

{ involving conference or group key ( network architectures or network



HO4L 9/0836
HO4L 9/0838

HO4L 9/0841
HO4L 9/0844

HO4L 9/0847

HO4L 9/085

HO4L 9/0852

HO4L 9/0855

HO4L 9/0858

HO4L 9/0861

HO4L 9/0863

HO4L 9/0866

HO4L 9/0869
HO4L 9/0872

HO4L 9/0875
HO4L 9/0877

HO4L 9/088

HO4L 9/0883

HO4L 9/0886

CPC - HO4L - 2014.06 - Interleaved - page 15

communication protocols for key management in group communication in
a packet data network HO4L 63/065 ) }

{ using tree structure or hierarchical structure }

{ Key agreement, i.e. key establishment technique in which a shared key is
derived by parties as a function of information contributed by, or associated
with, each of these ( network architectures or network communication protocols
for key exchange in a packet data network HO4L 63/061 ) }

{ involving Diffie-Hellman or related key agreement protocols }

{ with user authentication or key authentication, e.g. EIGamal, MT],
MQV-Menezes-Qu-Vanstone protocol or Diffie-Hellman protocols using
implicitly-certified keys }

{ involving identity based encryption [IBE] schemes }
{ Secret sharing or secret splitting, e.g. threshold schemes }

{ Quantum cryptography ( transmission systems employing electromagnetic
waves other than radio waves, e.g. light, infra-red HO4B10; wavelength-division
multiplex systems H04J 14/02 ) }*

{ involving additional nodes, e.g. quantum relays, repeaters, intermediate
nodes or remote nodes }

{ Details about key distillation or coding, e.g. reconciliation, error correction,
privacy amplification, polarisation coding or phase coding }

{ Generation of secret information including derivation or calculation of
cryptographic keys or passwords }

{ involving passwords or one-time passwords ( network architectures or
network communication protocols for using one-time keys in a packet data
network HO4L 63/067 ) }

{ involving user or device identifiers, e.g. serial number, physical or biometrical
information, DNA, hand-signature or measurable physical characteristics }

{ involving random numbers or seeds }

{ using geo-location information, e.g. location data, time, relative position or
proximity to other entities }

{ based on channel impulse response [CIR] }

{ using additional device, e.qg. trusted platform module [TPM], smartcard, USB
or hardware security module [HSM] }

{ Usage controlling of secret information, e.g. techniques for restricting
cryptographic keys to pre-authorized uses, different access levels, validity of
crypto-period, different key- or password length, or different strong and weak
cryptographic algorithms (' network architectures or network communication
protocols for using time-dependent keys in a packet data network HO4L 63/068 ) }

{ using quantum cryptography }

WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/0852

{ using key recovery or key escrow }

WARNING

This subgroup is no longer used for the classification of new documents as
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from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/0894

{ using secret sharing }
WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/085

{ Revocation or update of secret information, e.g. encryption key update or
rekeying }

{ Escrow, recovery or storing of secret information, e.g. secret key escrow or
cryptographic key storage }

{ involving additional devices, e.g. trusted platform module [TPM], smartcard or
USB }

with particular housing, physical features or manual controls { ( not used; see
HO4L 9/00 ) }

Transmitting and receiving encryption devices synchronised or initially set up in a
particular manner

using a plurality of keys or algorithms { ( network architectures or network
communication protocols wherein the sending and receiving network entities apply
hybrid encryption, i.e. combination of symmetric and asymmetric encryption

HO4L 63/045 ) }

the keys or algorithms being changed during operation

Encryption by serially and continuously modifying data stream elements, e.g. stream
cipher systems

WARNING

This subgroup is no longer used for the classification of new documents as from
1.02.2012 and the backlog of this subgroup is being continuously reclassified to
HO4L 9/065

Pseudorandom key sequence combined element-for-element with data sequence
{ not used; see HO4L 9/18 }

with particular pseudorandom sequence generator

WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/065

sequence produced by more than one generator { ( not used; see
HO4L 9/22 ) }

producing a non-linear pseudorandom sequence
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WARNING
This subgroup is no longer used for the classification of new

documents as from 1.02.2012 and the backlog of this subgroup is
being continuously reclassified to HO4L 9/065

HO4L 9/28 . using particular encryption algorithm

HO4L 9/30 . Public key, i.e. encryption algorithm being computationally infeasible to invert or user's
encryption keys not requiring secrecy

WARNING

the former HO4L 9/30 was a 2-dot subgroup under HO4L 9/28 ; however since
the subgroup HO4L 9/28 is not used the subgroup HO4L 9/30 need to be
promoted to one-dot-level

HO4L 9/3006 . { underlying computational problems or public-key parameters }

HO4L 9/3013 ca { involving the discrete logarithm problem, e.g. EIGamal or Diffie-Hellman
systems }

HO4L 9/302 C { involving the integer factorization problem, e.g. RSA or quadratic sieve [QS]
schemes }

HO4L 9/3026 . { details relating to polynomials generation, e.g. generation of irreducible
polynomials }

HO4L 9/3033 C { details relating to pseudo-prime or prime number generation, e.g. primality
test }

HO4L 9/304 .. { based on error correction codes, e.g. McEliece }

HO4L 9/3046 .. { based on factoring a large integer, e.g. Rivest-Shamir-Adleman [RSA] }

WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/302

HO4L 9/3053 . { based on a modular knapsack }

WARNING
This subgroup is no longer used for the classification of new documents as

from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/30 +

HO4L 9/306 . { based on discrete logarithm, e.g. EIGamal }

WARNING
This subgroup is no longer used for the classification of new documents as

from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/3013 and/or HO4L 9/3066

HO4L 9/3066 .. { involving algebraic varieties, e.g. elliptic or hyper-elliptic curves }
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{ involving pairings, e.qg. identity based encryption [IBE], bilinear mappings or
bilinear pairings, e.g. Weil or Tate pairing }

{ based on polynomial equations }

WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/3093

{ based on probabilistic schemes }

WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/30

{ involving Lattices or polynomial equations, e.g. NTRU scheme }

including means for verifying the identity or authority of a user of the system { or for
message authentication, e.g. authorization, entity authentication, data integrity or data
verification, non-repudiation, key authentication or verification of credentials } ( {
network architectures or network communication protocols for supporting entities
authentication in a packet data network HO4L 63/08 ; applying verification of the
received information HO4L 63/12 ; } computer systems GO6F ; coin-freed or like
apparatus with coded identity card or credit card GO7F 7/08 )

{ involving a third party or a trusted authority }

WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/321

{ using a non-public key algorithm }

WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/32

{ using zero-knowledge proof }

WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/3218

{ involving a third party or a trusted authority }

{ using tickets or tokens, e.g. Kerberos ( network architectures or network
communication protocols for entities authentication using tickets in a packet
data network HO4L 63/0807 ) }

{ using a plurality of channels ( network architectures or network communication
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protocols using different networks HO4L 63/18 ) }

{ using proof of knowledge, e.g. Fiat-Shamir, GQ, Schnorr, ornon-interactive
zero-knowledge proofs }

{ interactive zero-knowledge proofs }
{ using hash functions }

WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/3236 + and/or HO4L 9/0643

{ using a predetermined code, e.g. password, passphrase or PIN ( network
architectures or network communication protocols for supporting authentication of
entities using passwords in a packet data network HO4L 63/083 ) }

{ One-time or temporary data, i.e. information which is sent for every
authentication or authorization, e.g. one-time-password, one-time-token or
one-time-key }

{ Biological data, e.g. fingerprint, voice or retina ( network architectures or
network communication protocols for supporting authentication of entities using
biometrical features in a packet data network HO4L 63/0861 ) }

{ involving additional secure or trusted devices, e.g. TPM, smartcard, USB or
software token (' network architectures or network communication protocols for
supporting authentication of entities using an additional device in a packet data
network HO4L 63/0853 ) }

{ using cryptographic hash functions }

{ involving non-keyed hash functions, e.g. modification detection codes
[MDCs], MD5, SHA or RIPEMD }

{ involving keyed hash functions, e.g. message authentication codes [MACs],
CBC-MAC or HMAC }

{ for message authentication ( HO4L 9/3281 takes precedence ) }

WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/32

{ involving digital signatures }
{ using RSA or related signature schemes, e.g. Rabin scheme }

{ using DSA or related signature schemes, e.g. elliptic based signatures,
ElGamal or Schnorr schemes }

{ using group based signatures, e.g. ring or threshold signatures }
{ using blind signatures }
{ involving the concurrent use of a plurality of channels of different nature }

WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/3215
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{ involving certificates, e.g. public key certificate [PKC] or attribute certificate [AC];
Public key infrastructure [PKI] arrangements ( network architectures or network
communication protocols for supporting authentication of entities using certificates
in a packet data network HO4L 63/0823 ) }

{ using certificate chains, trees or paths; Hierarchical trust model }

{ using certificate validation, registration, distribution or revocation, e.g.
certificate revocation list [CRL] }

{ using challenge-response }

{ for mutual authentication ( network architectures or network communication
protocols for achieving mutual authentication in a packet data network
HO4L 63/0869 ) }

{ involving splitting up or repeating the challenge and/or response }

WARNING
This subgroup is no longer used for the classification of new documents as

from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/3271

{ using physically unclonable functions [PUF] }
{ using electronic signatures }

WARNING
This subgroup is no longer used for the classification of new documents as

from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/3247

{ using blind signatures }

WARNING
This subgroup is no longer used for the classification of new documents as

from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/3257

{ involving a plurality or a group of signers }
WARNING
This subgroup is no longer used for the classification of new documents as

from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/3255

{ with message recovery }

WARNING
This subgroup is no longer used for the classification of new documents as

from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/3247

{ with partial message recovery }

WARNING
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This subgroup is no longer used for the classification of new
documents as from 1.02.2012 and the backlog of this subgroup is
being continuously reclassified to HO4L 9/3247

{ using time stamps or public key certificates }

WARNING

This subgroup is no longer used for the classification of new documents as
from 1.02.2012 and the backlog of this subgroup is being continuously
reclassified to HO4L 9/3263 + or HO4L 9/3297

{ involving time stamps, e.g. generation of time stamps }

Bits, or blocks of bits, of the telegraphic message being interchanged in time { ( for
speech signals HO4K 1/06 ) }

with means for detecting characters not meant for transmission

Encryption being effected by mechanical apparatus, e.g. rotating cams, switches,
keytape punchers

Data switching networks ( interconnection of, or transfer of information or other signals
between, memories, input/output devices or central processing units GO6F 13/00 )

Details
Switchboards
Answer-back mechanisms or circuits
Alloting numbers to messages ; Counting characters, words or messages
Current supply arrangements

Arrangements for remote connection or disconnection of substations or of
equipment thereof

{ Metering, } charging { or billing } arrangements { specially adapted for data
wireline or wireless communications ( payment schemes, architectures or
protocols per se G06Q20 ) }

{ Architecture for metering, charging or billing }
{ Policy-and-charging control [PCC] architecture }
{ Indication of costs }
{ inreal-time }
..... { Advice of charge with threshold, e.g. user indicating maximum cost }
{ Indication of expected costs }
{ involving dedicated fields in the data packet for billing purposes }

{ Invoice generation, e.g. customization, lay-out, database processing,
algorithms for calculating the bill or formatting invoices as WWW pages (

invoicing in general GO6Q 30/04 ) }
{ Metric aspects }

{ volume-based }
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{ time-based }
{ at network operator level }
{ inter-operator billing }
{ trading network capacity or selecting route based on tariff }

{ Methods or systems for payment or settlement of the charges for data
transmission involving significant interaction with the data transmission network

}

{ using an account }
{ using digital cash }
{ using a card, such as credit card, prepay card or SIM }
{ involving prepayment }
{ splitting of costs }
{ the splitting involving a third party }
{ the splitting involving only the communication parties }

{ involving use of telephony infrastructure for billing for the transport of data,
e.g. call detail record [CDR] or intelligent network infrastructure }

{ Tariff-related aspects }
{ dependent on congestion }
{ negotiation of tariff }
{ involving discounts }

Arrangements for providing special services to substations { contains provisionally
no documents }

for broadcast or conference { , e.g. multicast ( multicast or broadcast switches
HO4L 12/56S3A ) }

{ for stock exchange and similar applications }
{ for auctioneering devices }

{ for computer conferences, e.g. chat rooms ( protocols for multimedia
communication HO4L 29/06027 ; signaling and real-time protocols for
multimedia conference HO4L 29/06414 ; instant messaging HO4L 12/581 ;
telephonic conference arrangements H04M 3/56 ; television conference
systems HO4N 7/15 ) }

{ Conference organisation arrangements, e.g. handling schedules,
setting up parameters needed by nodes to attend a conference, booking
network resources, notifying involved parties }

{ Conducting the conference, e.g. admission, detection, selection or
grouping of participants, correlating users to one or more conference
sessions, prioritising transmission }

{ Network arrangements for conference optimisation or adaptation }

{ Tracking arrangements for later retrieval, e.g. recording contents,
participants activities or behavior, network status }

{ with heterogeneous network architecture }
{ with heterogeneous receivers, e.g. layered multicast }

{ broadcast or multicast in a specific location, e.g. geocast ( protocols for
adapting network applications to user terminal location HO4L 29/08657 ;
services specially adapted for wireless communication networks making use
of the location of users or terminals HO4W 4/02 ) }

{ with management of multicast group membership }
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{ with non-centralised forwarding system, e.g. chaincast }
{ adapted to provide push services, e.g. data channels }

{ comprising mechanisms for improved reliability, e.g. status reports (
arrangements for detecting or preventing errors by carrying supervisory
signal the return channel HO4L 1/16 ) }

{ Measures taken after transmission, e.g. acknowledgments }
{ avoiding ACK or NACK implosion }
{ Measures taken prior to transmission }
{ with schedule organisation, e.g. priority, sequence management }

{ with traffic restrictions for efficiency improvement, e.g. involving subnets or
subdomains }

{ in combination with wireless systems ( selective distribution or broadcast
in wireless communication networks HO4W 4/06 ) }

{ for short real-time information, e.g. alarms, notifications, alerts, updates }

Arrangements for preventing the taking of data from a data transmission channel
without authorisation ( means for verifying the identity or the authority of a user of
a secure or secret communication system HO4L 9/32 )

Arrangements for maintenance or administration

WARNING

This subgroup is no longer used for classification as from 01.05.2012. The
backlog of this subgroup is being continuously reclassified to subgroups of

HO4L 41/00

{ involving integration or standardization }

WARNING

This subgroup is no longer used for classification as from 01.05.2012. The
backlog of this subgroup is being continuously reclassified to HO4L 41/02

{ using standardized network management architectures, e.g. TMN
[Telecommunication Management network }, UNMA [Unified Network
Management Architecture]

WARNING

This subgroup is no longer used for classification as from 01.05.2012.
The backlog of this subgroup is being continuously reclassified to
HO4L 41/0206

{ using standardized network management protocols, e.g. SNMP [Simple
Network Management Protocol }, CMIP [Common Management Interface
Protocol]

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
HO4L 41/0213

{ Multivendor or multistandard integration }
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WARNING
WARNING: This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/02 C]

{ Mapping or translation of multiple network management protocols }

WARNING
WARNING: This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/0226

{ using object oriented techniques, e.g. CORBA [Common Object Request
Broker Architecture for representation of network management data }

WARNING
WARNING: This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/0233

{ using relational databases for representation of network management
data, e.g. managing via SQL [Structured Query Language }

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
HO4L 41/024

{ using Internet technology, e.g. a standard Web Browser at the
management workstation }

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
subgroups of HO4L 41/0246

{ Architectural aspects of network management arrangements }

WARNING

This subgroup is no longer used for classification as from 01.05.2012. The
backlog of this subgroup is being continuously reclassified to HO4L 41/04

{ Arrangements involving multiple distributed management centers
cooperatively managing the network }

WARNING

This subgroup is no longer used for classification as from 01.05.2012.
The backlog of this subgroup is being continuously reclassified to
HO4L 41/042
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{ Arrangements involving a hierarchical management structure }
WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
subgroups of HO4L 41/044

{ Aspects of network management Agents }

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
subgroups of HO4L 41/046

{ Arrangements involving CNM [Customer Network Management }

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
HO4L 41/18

{ involving network analysis }

WARNING

This subgroup is no longer used for classification as from 01.05.2012. The
backlog of this subgroup is being continuously reclassified to subgroups of
HO4L 41/14

{ using statistical methods, e.g. distribution tests, or establishing statistical
profiles, or calculating probabilities }

WARNING

This subgroup is no longer used for classification as from 01.05.2012.
The backlog of this subgroup is being continuously reclassified to
subgroups of HO4L 41/14

{ for automatically determining the actual topology of a network ( Topology
discovery in routers HO4L 12/56C1 ) }

WARNING

This subgroup is no longer used for classification as from 01.05.2012.
The backlog of this subgroup is being continuously reclassified to
HO4L 41/12

{ Service management, i.e. managing value added network services and
related parameters, e.g. SLA [Service Level Agreements }, responsetimes,
performance, throughput]

WARNING
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This subgroup is no longer used for classification as from 01.05.2012.
The backlog of this subgroup is being continuously reclassified to
subgroups of HO4L 41/00

{ involving monitoring of all traffic over a specific network link }

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
subgroups of HO4L 43/00

{ involving management of faults or events or alarms }

WARNING
This subgroup is no longer used for classification as from 01.05.2012. The

backlog of this subgroup is being continuously reclassified to subgroups of
HO4L 41/06

{ Alarm or event filtering, e.qg. for reduction of information }

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
subgroups of HO4L 41/0604

{ Alarm and event correlation }

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
subgroups of HO4L 41/0631

{ Automatic restoration of network faults }

WARNING

This subgroup is no longer used for classification as from 01.05.2012.
The backlog of this subgroup is being continuously reclassified to
subgroups of HO4L 41/0654

{ involving Artificial Intelligence algorithms, e.g. expert systems, rule based
systems, genetic algorithms }

WARNING

This subgroup is no longer used for classification as from 01.05.2012.
The backlog of this subgroup is being continuously reclassified to
subgroups of HO4L 41/16

{ Configuration management of network or network elements ( management of
devices network applications for proprietary or special purpose network
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environments HO4L 29/08567 ; automatic configuration in wireless networks
HO4W 24/02 ) }

WARNING
This subgroup is no longer used for classification as from 01.05.2012. The

backlog of this subgroup is being continuously reclassified to subgroups of
HO4L 41/08

Configuration setting of network or network elements]

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
HO4L 41/0803

{ for initial configuration or provisioning }
WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to subgroups of HO4L 41/0806

{ Plug-and-play configuration }
WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/0809

{ Changing of configuration }
WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to subgroups of HO4L 41/0813

{ due to adaptation, e.g. in response to network events }
WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to subgroups of HO4L 41/0816

{ due to updating or upgrading of network functionality, e.g. firmware
( topology update or discovery for routing purposes HO4L 12/56C1 )
}

WARNING

This subgroup is no longer used for classification as from
01.05.2012. The backlog of this subgroup is being continuously
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reclassified to subgroups of HO4L 41/085

{ Configuration optimization }
WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to subgroups of HO4L 41/0823

{ for network cost reduction }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being
continuously reclassified to subgroups of HO4L 41/0826

{ for network speed increase }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being
continuously reclassified to subgroups of HO4L 41/083

{ to reduce network energy consumption }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being
continuously reclassified to subgroups of HO4L 41/0833

{ to enhance reliability, e.g. reduce downtime }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being
continuously reclassified to subgroups of HO4L 41/0836

{ Configuration by copying }
WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/084

{ based on generic templates }

WARNING

This subgroup is no longer used for classification as from
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01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/0843

{ based on copy from other elements }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/0846

{ Bandwidth or capacity management, i.e. automatically increasing or
decreasing capacities, e.g. bandwidth on demand }

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
HO4L 41/0896

{ Assignment of logical groupings to network elements; Policy based
network management or configuration }

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
HO4L 41/0893

{ Keeping track of network configuration }

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
HO4L 41/085

{ by actively collecting or retrieving configuration information }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/0853

{ by archiving or backing up configuration information }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to subgroups of HO4L 41/0856

{ by keeping history of different configuration generations or versions }
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WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/0859

{ by rolling back to previous configuration versions }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/0863

{ Checking configuration }

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
HO4L 41/0866

{ by validating configuration within one network element }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/0869

{ by checking configuration conflicts with other network elements }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/0873

{ Aspects of the degree of configuration automation }

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
HO4L 41/0876

{ Manual configuration through operator }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/0879

{ Semiautomatic configuration, e.g. proposals from system }
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WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/0883

{ Fully automatic configuration }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/0886

{ Techniques to speed-up the configuration process }

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
HO4L 41/0889

{ Hardware and software tools for network management }

WARNING

This subgroup is no longer used for classification as from 01.05.2012. The
backlog of this subgroup is being continuously reclassified to subgroups of
HO4L 41/14 , HO4L 41/20 , HO4L 41/22 , HOAL 41/24 , HO4L 41/26

{ for network design, e.g. with integrated simulation and design testing }

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
subgroups of HO4L 41/14

{ Network management software packages }

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
HO4L 41/20

{ using GUI [Graphical User Interface }

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
HOAL 41/22

{ using dedicated network management hardware }
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WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
HO4L 41/24

HO4L 12/246 e { using dedicated tools for LAN [Local Area Network } management]
WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
HO4L 41/26

HO4L 12/2461 ce { Security in network management, e.g. restricting network management
access ( protocols or architecture for network security HO4L 29/06551 ) }

WARNING

This subgroup is no longer used for classification as from 01.05.2012. The
backlog of this subgroup is being continuously reclassified to HO4L 41/28

HO4L 12/2462 c { Decision processes by autonomous network management units using voting
and bidding }

WARNING

This subgroup is no longer used for classification as from 01.05.2012. The
backlog of this subgroup is being continuously reclassified to HO4L 41/30

HO4L 12/2463 c { Specific management aspects for broadband networks }
WARNING

This subgroup is no longer used for classification as from 01.05.2012. The
backlog of this subgroup is being continuously reclassified to HO4L 41/32

HO4L 12/2464 ca { Network service management, ensuring proper service fulfilment according to
an agreement or contract between two parties, e.g. between an IT-provider and
a customer }

WARNING
This subgroup is no longer used for classification as from 01.05.2012. The

backlog of this subgroup is being continuously reclassified to subgroups of
HO4L 41/50

HO4L 12/2465 e { Managing SLA [Service Level Agreement } or interaction between SLA
and QoS [Quality of Service]]

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
HO4L 41/5003
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{ Defining or negotiating SLA contracts, guarantees or penalties ( SLA
negotiation in wireless networks HO4W 28/24 ) }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to subgroups of HO4L 41/5006

{ Measuring SLA quality parameters, e.g. against possible contract or
guarantee violations ( Monitoring performance metrics on a simple
network level HO4L 12/2634 ) }
WARNING

This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to subgroups of HO4L 41/5009

{ determining service availability }
WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/5012

{ based on actual status of service availability, e.g. which services
are available at this point in time }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being
continuously reclassified to HO4L 41/5012

{ based statistics of service availability, e.g. in percentage or over
a given time }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being
continuously reclassified to subgroups of HO4L 41/5016

{ determining service performance, i.e. performance on service level,
e.g. response time or MTBF [Mean Time Between Failure }]

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to subgroups of HO4L 41/5009

{ Ensuring SLA ( flow or congestion control at network level

HO4L 12/569 ) }
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WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to subgroups of HO4L 41/50 B

{ by giving priorities, e.g. assigning classes of service }
WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/5022

{ by proactively reacting to service quality change ( e.g. degradation
or upgrade ) by reconfiguration ( mere restoration of network faults
HO4L 12/2422 ) }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/5025

{ Service quality level based billing, e.g. dependent on measured service
level customer is charged more or less (- general charging or billing for
transport of data packets HO4L 12/14 ) }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/5029

{ Generating service level reports }
WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/50 D

{ Measuring contribution of individual network components to actual
service level ( alarm or event correlation HO4L 12/2421 ) }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/5035

{ Testing of service level quality }
WARNING

This subgroup is no longer used for classification as from
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01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/5038

{ Service implementation }
WARNING

This subgroup is no longer used for classification as from 01.05.2012.
The backlog of this subgroup is being continuously reclassified to
HO4L 41/5041

{ Making service definitions prior to deployment }
WARNING

This subgroup is no longer used for classification as from
01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4AL 41/5045

{ Automatic or semi-automatic definitions, e.g. definition templates }
WARNING

This subgroup is no longer used for classification as from
01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/5048

{ Service on demand, i.e. services are defined and provided in real
time as requested by the user }

WARNING

This subgroup is no longer used for classification as from
01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/5051

{ Automatic provisioning of the service triggered by the service manager,
e.g. concrete service implementation by automatic configuration of
network components ( for initializing configuration, i.e. provisioning of
network or devices HO4L 12/2425 ) }

WARNING

This subgroup is no longer used for classification as from
01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/5054

{ Service discovery by the Service Manager ( automatically determining the
actual topology of a network HO4L 12/2416 ; topology discovery in routers
HO4L 12/56C1 ; arrangements for service discovery, e.g. Service Location
Protocol ( SLP ) HO4L 29/08648 ) }

WARNING

This subgroup is no longer used for classification as from 01.05.2012.
The backlog of this subgroup is being continuously reclassified to
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41/5058

{ Customer care }

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
HO4L 41/50 J

{ Customer Relationship Management ( for arrangements involving
Customer Network Management, i.e. giving the customer access to
network management functions HO4L 12/2413 ) }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/5064

{ Customer-centric QoS [Quality of Service } measurement]

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/5067

{ Filtering out customers affected by service problems }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/507

{ Handling of Trouble Tickets }

WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/5074

{ Managing simple transport services, i.e. providing only network
infrastructure }

WARNING
This subgroup is no longer used for classification as from 01.05.2012.

The backlog of this subgroup is being continuously reclassified to
HO4L 41/5077

{ based on type of value added network service under agreement }
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WARNING

This subgroup is no longer used for classification as from 01.05.2012.
The backlog of this subgroup is being continuously reclassified to
HO4L 41/508

{ wherein the managed service relates to web hosting ( web hosting as
such HO4L 29/0809 , web-browsers GO6F 17/30861 , video-hosting
HO4N 21/2743 ) }

WARNING

This subgroup is no longer used for classification as from
01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/5083

{ wherein the managed service relates to voice services ( protocols for
real-time multimedia communications HO4L 29/06176 ; management of
telephonic communication services H04M 3/22 ; management of VolP
services H0O4M 7/0081 ) }

WARNING

This subgroup is no longer used for classification as from
01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/5087

{ wherein the managed service relates to audio / video / TV ( protocols
for real-time multimedia communications HO4L 29/06176 ; interactive
television or VoD HO4N21 ) }

WARNING

This subgroup is no longer used for classification as from
01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/509

{ wherein the managed service relates to messaging ( messaging, such
as e-mail in packet-switching networks HO4L 12/58 ) }

WARNING

This subgroup is no longer used for classification as from
01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/5093

{ wherein the managed service relates to chat services ( conducting a
computer conference HO4L 12/1822 ; instant messaging HO4L 12/581 )

}
WARNING
This subgroup is no longer used for classification as from

01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/5093
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{ wherein the managed service relates to access to distributed or central
networked applications }

WARNING

This subgroup is no longer used for classification as from
01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/5096

{ wherein the managed service relates to media content delivery over
network }

WARNING

This subgroup is no longer used for classification as from
01.05.2012. The backlog of this subgroup is being continuously
reclassified to HO4L 41/509

Monitoring arrangements ; Testin